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Red Cross website hacked in

latest Singapore cyber attack Marriott now says 5 million
unencrypted passport numbers were

The Singapore Red Cross said Thursday its website had -
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130 Ussinaninguune 8n 40 dsuind Ardgensng

National Comprehensive Data Protection/Privacy Laws and Bills 2019

Blue - Comprehensive Data Protection Law Enacted (120:111 UNM 2 saif gov
Rad - Perding Bill or initiative to Enact Law [33/4)
White - Mo initiatives or no information {48}

https://www.researchgate.net/publication/337060085_National_Comprehensive_Data_ProtectionPrivacy_Laws_and_Bills_-_November_2019 3
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dayatimnduuaradevinliiauisassusiunaaiuleliinnivasnia
N1vdau we liusIndvtayauadndaInnnssy (N.5.U.ANATAIAANRRIULAAR
N.@. 2562)

Any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one
who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification humber,
location data, an online identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person. (General Data Protection
Regulation (GDPR), EU)
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fna ledun1sudaTringu (Right to be informed)
ﬁmam”wﬁaﬁ’auamuuﬂﬂa (Right of access)

fnalunisaaliilavdayasdruuana (Right to data
portablllty)

fndaamunstAusIusIn 1o vialllawnaayagivupaa
(Right to object)

fndualiauniavinara wiavildayasuunaaaciy
dayan luisgnsaszumyuaaa (Right to erasure (also
known as right to be forgotten)
fndaalissdunslddaya (Right to restrict processing)
fnatlunrsualun ladayagiuuana (Right of
rectification)
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Imperial College

Data Protection Policy

Imperial College

Doc. Ref. Data Prodection Policy
Wersion 1.5

Status Approved

Dale 20/04/2018

Approved by The Priowiost Board
Revwview by 30/04/2019

N

https://www.imperial.ac.uk/admin-services/secretariat/information-governance/data-
protection/our-policy/



University of Oxford
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University Policy on Data Protection OXFORD
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ADMISSIONS ~ RESEARCH ~ NEWS & EVENTS ~ ABOUT

Compliance

o Login

RLOURLIRVN (VI SUBMIT AN INFORMATION REQUEST  POLICIES & STATEMENTS  STAFF GUIDANCE ON DATA PROTECTION  ABOUT

Prospective students and Current students and staff

staff

Research participants

Student privacy policy How we use your personal

Undergraduate applicant data for research purposes

privacy policy Staff privacy policy

Postgraduate applicant
privacy policy

Department for Continuing
Education (Undergraduate
Courses) applicant privacy

policy
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¢ ATLAUIUTINAAYRRIULAAR

o AU ANARIUUAAR LAYFIU
ATTUTZUIANA

Website visitors Alumni & donors

nMstiaaayasIuyAnaLn
UAARN 3
ATSLALSABILRTAVINANLABYR
SIUUAAR
fnfuaviinuadnayRFIULYAAR
dayanasatarnstdlautlas
szn e

24



Undergraduate applicant privacy policy

How we collect and use the personal data of
undergraduate students during their application process

1.WHAT IS THE PURPOSE OF THIS DOCUMENT?

2. GLOSSARY

3.WHO IS USING YOUR PERSONAL DATA?

4. THE TYPES OF DATAWE HOLD ABOUT YOU

5. HOW THE UNIVERSITY OBTAINED YOUR DATA

6. HOW THE UNIVERSITY USES YOUR DATA

7. SPECIAL CATEGORY DATA AND CRIMINAL CONVICTION DATA

8. DATA SHARING WITH THIRD PARTIES

9. TRANSFER OF YOUR DATA OUTSIDE OF THE EUROPEAN ECONOMIC AREA
(EEA) [3]

10.RETENTION PERIOD
11.YOUR RIGHTS
12. KEEPING YOUR DATA UP-TO-DATE

13. CHANGES TO THIS PRIVACY POLICY

25



HUINIIANSLALSNAENLATYIN AN LAY

DATA
PROTECTION Guidelines on the retention of student data and records
Introduction Document navigation
Why do we need a data retention policy? A. Admissions
» We need to camply with the requirement of the General Data Protection Regulation that

personal data is not kept for longer than necessary. If we retain personal data for longer than B. Careers

we need to, we will alsa breach the requirement that personal data miust be relevant and C. Course

limited ta what it necessary to meet our purposes. e
» We need to keep data for as long as it is required to meet operational purposes or for D. Exams and assessments

organisational archiving relating to scientific, historical research or statistical purposes. E. Fessand funding
 We need to make best use of storage space, both physical and digital.

F. Person

Scope
® This guidance seeks to provide indicative guidance for those responsible for managing G. M

student records and student administration. It covers the main corporate systems such as H. Research students

LITS, CMIS, GER, OXCORT, DWH, and local Access databases, Exce| spreadsheets, email and
paper, for example, interview scores held locally in a departmental database.

Students on course

« Data extracted from master systems and stored in local drives or email should be destroyed I. Student support
after use to avoid unnecessary duplication, and to ensure data is not held for any longer than
necessary. K. Higher doctorates
s Excluded: Retention guidelines for maintaining transactional records, for example retention
of reguests for transcripts.
Related documents and links

Retention periods
s The master copy of data should not be deleted before the expiry of the retention period.
Supplementary copies [e.g. Excel downloads, or working files) should be deleted before the

Retention of staff racaords

Data Protection: Policy

retention pericd if they no longer serve a purpose. Careful consideration should be given as
to whether supplementary copies of data should be held or could be destroved. Data Protaction: Guidance
= When the retention period i= reached, the data should be destroyed as soon as practicable
and in @ sedure manner.
Issued by Student Registry
September 2020 Further information: Dote Quality Teom (dot@edmin. ox o k)

https://compliance.admin.ox.ac.uk/fies/studentrecordretentionpolicy2020-21pdf 26
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| Application details

Information to enable

interview and admissions test

ADSS, SITS & eVision,

permanent in master system i.e.

GAR and UAD

(central): recruitment and funding | scores, previous gualifications, paper copies in central SITS/eVision; else: {with SDMA)
successful candidates panels to determine previous education, supporting teams, data warehouse, End of student relationship + 6 years
whao enrol admissions outcomes statements, references, personal | definitive dataset
data covered under Person (including its processing | UG Admissions data is held in ADS5 for
{section F). files), other reporting 12 months before being permanently
Access databases stored on a dedicated reporting
SErver.
Application details Infarmation to enable interview and admissions test ADSS, 5IT5 & eVision, End of the admissions cycle in which GAR and UAD
(central): recruitment and funding | scores, previous qualifications, paper copies in central applied plus one year for full records. | {with SDMA)
unsuccessful panels to determine previous education, supporting teams, data warehouse, | Permanent: anonymised skeleton
candidates; admissions outcomes statements, references, personal | definitive dataset records without supporting
successful candidates data covered under Person {including its processing documentation.
who don't enrol {section F). files), other reporting
Access databases UG Admissions data is held in ADSS for
12 months before being permanently
stored on a dedicated reporting
Server.
https://compliance.admin.ox.ac.uk/fies/studentrecordretentionpolicy2020-21 pdf 27




University of Cambridge

https://www.information-compliance.admin.cam.ac.uk/data-protection

UNIVERSITY OF
CAMBRIDGE

Study at Cambridge

Information Compliance

Home Data Protection

Information Compliance

Data Protection

» Making a Subject Access Request

» How we use your personal information
(general)

» How we use your personal information
(for applicants)

» How we use your personal information
(for students)

¥ How we use your personal information
(for alumni and supporters)

» How we use your personal information
(for job applicants and staff)

» How we use your personal information

-

Freedom of Information

Data Protection

This page provides an overview of the following ¢

of further information.

Legislation

Principles

Privacy notices

Rights

Accountability obligations
Data breaches

Policy

Guidance and training

Data protection and Brexit

About the University Research at Cambridge

Records Management

Quick links

Data Protection

> Making a Subject Access Request

» How we use your personal information
(general)

> How we use your personal information
(for applicants)

> How we use your personal information
{for students)

» How we use your personal information
(for alumni and supporters)

» How we use your personal information
(for job applicants and staff)

> How we use your personal information
(for research participants)

> How we use your personal information
(for third parties whose personal data is
used for academic and research purposes)

> Data protection guidance

» General Data Protection Regulation

Policy

Online Training

Quick Guide

28


https://www.information-compliance.admin.cam.ac.uk/data-protection

Asinausulviniug

Swbecd traming primvitder

Coiifsis

{ Temining | M0 ) Dats Prideclion Taveng; Daline Ciarmss

PPD Personal and Professional Development i are (Jogusdin Log bn

[ — aaulail

Data Protection Training: Online Course
| o

el taoght comrss

Provided B! PP Peracnal

[ eoowns [t

coure]

This cours= is faking bookings

in Eolr POl BN anCoErapad £ compHce T o

f Him Uk

R OACE GVl T
wly Wonld be and b

ané hos vften) i ddfmrent

P*Iﬂ.ll

diets of Ba General Data Prolantian Segulstien as rall as relatad data pesimoinn i

Target audience

Lintverssty stafl

- St bravinineg provider -

e An Intreduciion

PPD Personal and Professional Development o are ok cxevently bogoed fn L0g

Firul bocdon| Tirsstabde: Eir s Themes

Taxtooctnn fed ot Data Protection and FOI: An Introduction
R e ]

Mrofess I penent

Descriptian

[ 74
W M u This Course = not schesdifed fo rumn
n I mzaneinbten g

k. ThlE course € ¥ Lonoephs 0 data pro
V-io-0ay working s z. It introgeces the fundamanial sap iran Act L Sefaba the
handles responsas to indhedual reguesis. Finsly, it outhn Ll napement and irtormatice

aith the lgisaiion and kad 1o & mare eMolent working derFormint

Register yi
wild e interesie
intes bamg schaile Target audience

= idniversity siali

= Further detsily regerdicg PP s slip@ilty cfteria are '

29



Imperial College London

https://www.imperial.ac.uk/admin-services/secretariat/information-governance/data-protection/

Imperial College Coronavirus (COVID-19) updates: Safety information for academic year 2020-21 Imperial

London Latest information for current students and staff

Study « Research & Innovation « Be Inspired 4« About 4 News | What'son | Give | Az « | Informationfor 4 | Search jo,

Data protection

Our policy GDPR Processing personal data Internal guidance External guidance Training Brexit Contactus

GDPR is here!

There are new laws governing
data protection. It is important
that you understand your

personal responsibilities so
please familiarise yourself with
the guidance.

Report a data breach

Make a subject access request
30

The College is a centre of knowledge and training. Next to its people, information is its most important asset. Because of this, the College


https://www.imperial.ac.uk/admin-services/secretariat/information-governance/data-protection/

UszAren1sauAsavRLARIULAARD U LNULAY
UsrAdv AaIusInIsUavAUR

Library Services

Getting started Use the library Find books, articles and more Subject support Learning support Research support NHS

2 [ Admini ion and e icas | us | Li s policies | Privacy noti
About us Home | Administration and support services |/ Library Services | Aboutws [ Library policies | Privacy notice

Your librarian 4 Priva notice
Staff structure
Library regulations

Library policies [ 4

Library Services Privacy Notice

This notice sets out the basis on which Library Services at Imperial College London collects and uses the personal data of our

Room bookings

Student PC software policy users.

Collections policy
Our users include, and accordingly this privacy policy applies to:
Conditions of use of IT resources

online resources conditions of use Imperial College London students

" . Imperial College London staff
perial Al
Library placements Retired Imperial staff
MHS Trust staff
Members of Imperial Incubator companies
Our strategy Francis Crick Institute staff
Medical Research Council (MRC) Staff
Thrombaosis Research Institute staff

Filming and photography

Projects

http://www.imperial.ac.uk/admin-services/library /about-us/library -policies/privacy-notice/ 31
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Record Type Initiating Department(s) Retention period Send to ACRU upon |Compliance and |Additional Notes

creation? Regulatory
information

Information Systems

Information System Policies and ICT Permanent

Codes of Praclice

Specification of functional and ICT Permanent

technical requirements for IT

hardware, software and networks

Records of testing and operation of  |ICT Permanent

hardware, software and

Backup schedules ICT Retain while current + 1

Archiving schedules ICT Permanent

Design, development and ICT Retain while current - major

implementation of IT systems

documentation (including
manuals) to be transferred to
ACRU after system

Library user data

Library Services

End of study/employment + 3

Membership and day visitor
registrations

Library Services

Current + 1

Enquiries

Library Services

Current + &

Entry gale dala

Library Services

Current + 1 term

Room bookings

Library Services

Current + 1

Workshop evaluations and bookings

Library Services

Until superseded

o)



Templates

Browse the templates below

e

Article 30 - Records of Processing template [Word]

Consent checklists (Word)

Contracts checklists (Word)

Data Controller - Data Processor Checklists (Word)
Data processing agreement [Word]

Data protection impact assessment guidance [Word]
Data protection impact assessment template [Word]
Data sharing agreement [Word]

Direct Marketing checklist (Word)
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Toolkit 1 - for office printing

BE PERSONAL

OATA AWARE

209
= )]

A6 leaflet

8 page A6 leaflet suitable for office
printing

Training

General GDPR training

session
[PDF]

A3 poster set

Posters optimised for A3 and
suitable for office printing

Marketing and GDPR training
session
[PDF]

A5 poster set

Posters optimised for AS and
suitable for office printing

Research and GDPR training
session
[PDF]
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30% 27%
25%
20%
15%
10%

5%

0%

23%
20% 20%

https://www.security magazine.com/articles/89644-gdpr-implementation-costs-enterprises-more-than-expected
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AU 55541159, PhD
WK AR sEUAa1 1|
dauanIsanuIMeInenAdasuaztnalulad (STKS)
1IN URN U INeNAENTLRINATUTRALAIE A (FI0n1.)
titima@nstda.or.th
http://facebook.com/titima.thumbumrung

£
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